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CIIOCOB MPOTUBOJAENCTBHAA PEKOHCTPYKIIMHA KJIFOUYEN BJIOKOBBIX
AJI'OPUTMOB 3AIATHI HTHOOPMALIUN AHAJIN30M TUHAMHUKH
IHOTPEBJISIEMOU MOIIIHOCTH

B cratbe paccMOTpeHBI METOJIBI PEKOHCTPYKIIUH KITFOUEH KPHUIITOAITOPUTMOB C TIOMOIIbIO aHAJIN3a JIU-
HAMUKH MOTpeOIIieMoil MOIITHOCTH. [IpoBeNieH aHau3 CyIIECTBYIONIMX MPOrPAMMHBIX KOHTPMEP JJIs TAKUX
BUJIOB atak. [IpenoxeH HOBBINA CIIOCOO MPOTHBOACHCTBUS aHAIN3Y JMHAMUKH MOTPEOJIIEMON MOIIHOCTH,
OCHOBAaHHBIH Ha OpraHHW3alWU TICEBONAPAIIEIFHON 00paOOTKH OJOKOB B PEXXHME Pa3JCIICHHS] BPEMCHU.
Crioco6 oTnMYaeTcsl CTOXACTHUECKUM MEPEKII0UCHIEM MEXIy oO0pabaThiBaeMBIMH OJIOKaMH I oOecIie-
YCHUsI CITy9aifHOW BPEMEHHOMN JIOKATU3aIliu ATAoB 00pabOTKY, YTO 3HAYUTENBHO CHIKAET AP (EKTUBHOCTh
PEKOHCTPYKIIMHU KJTI0Ya C MOMOIIBIO aHaIN3a TWHAMUKH TOTpebsieMoit MommHocTH. [IpeioxkeHHbIi crnocod
peanmm3oBan ms anroput™a I'OCT 28.147-89. Ilpu sToM mageHne Iporu3BOIUTEIIFHOCTH MEHBIIE, YeM TIPU
WCTIOJIB30BaHUH JPYTUX CIIOCOOOB MPOTUBOJICHCTBYSI aHAIHU3Y JUHAMUKH OTPEOISIEMON MOIITHOCTH.

The article studies power analysis key reconstruction methods for cryptographic algorithms. The analysis
of existing software countermeasures for such types of attacks was done. A new power analysis obstruction
method was proposed. It is based on pseudo parallel data processing in time sharing mode. The method is
characterized by a stochastic switching between proceeding blocks of data for random time location of block
processing stages. It significantly reduces effectiveness of the power analysis key reconstruction methods.
Proposed method was implemented in software implementation of GOST 28.147-89 cryptographic algo-
rithm. Decrease in performance of such modified implementation is less then via using other power analysis

obstruction methods.

BBepeHune

PocT unTEerpanyu nHPOPMAIIMOHHBIX peCyp-
COB Ha OCHOBE KOMITBIOTEPHBIX TEXHOJOTHH K
Hayaiy 21-ro Beka CTajl OJHUM M3 pEelIaolIuX
(GakTOpoB MOCTYMAaTENbHOTO Pa3BUTHS BCEX
cep IesATEIBHOCTH COBPEMEHHOTO OOIIeCTBa.
OG6opoTHOI CcTOpOHOW pacmupeHus HuH)Op-
MAI[MOHHON HMHTETpAaIliU SIBIIICTCS YBEITUYCHHE
YHCclia YIpo3 HapyleHus: KOHPHUASHINATbHOCTH
u Oe3omacHOCTH JaHHBIX. [[1s1 HeWTpanu3anuu
9TUX Yrpo3 IIUPOKO HCHOIB3YIOTCS CHCTEMBI
3amuThl HHGOPMAITUU, B OCHOBE OOJILITUHCTBA
U3 KOTOPBIX JIekaT KpUNTorpaduyeckue airo-
putMbl. COBpEMEHHBIE alTOPUTMBI KPHUITOTpa-
¢uyeckoll  3alIUTBHl  SIBIAIOTCS  MOJHOCTBIO
OTKPBITBIMU (3aKPBITHIM JJIEMEHTOM SIBIISICTCSI
TOJIKO KJIIOY) U 0a3upyloTcs Ha aHAIUTUYECKU
HEPa3peUIMMBIX ~ MATEeMAaTHUYECKUX  3ajadax.
CoOOTBETCTBEHHO, B OOJIBIIMHCTBE CIy4aeB, JUIs
HApYIICHUS 3allUThl JaHHBIX HEOOXOIUMO
y3HaTh KJIIOY.

TpaaumoHHO, sl HAPYIICHHS! 3alIUTHl — TO
€CTh PEKOHCTPYKLHHU KII0Ya HCHOJIb3YeTCs
nepe0op BO3ZMOXKHBIX €Tr0 3HAYCHHI, TIPH 3TOM,
JUIST yMEHBIICHUST 00bema mepedopa HCTOIb-
3yIOTCs anreOpanueckue CBOWCTBA KPHIITO-
rpadguyeckux aaroputMoB. Takue TEXHOJOTUH
HAPYIICHUS 3aIIUTHl aHATU3UPYIOT JIMIIb MaTe-
MaTHYECKHE AacleKThl alropuTMma, abcrpa-

TUPYSCh OT BBIUMCIUTENIBHON MIaTgopMBbl, Ha
KOTOPOM  peaiu3yeTcs  CUCTeMa  3alUThl
JTAHHBIX.

B nocnennee necstuierne MNOSBWINCHE U
AKTMBHO pAa3BHUBAIOTCA HOBBIE TEXHOJIOTMH
MOJIy4eHUs HECAaHKLIMOHUPOBAHHOTO JIOCTYyIMa K
KIIIOYeBOM HMHGOPMAIIMN  KPUNITOTPaPUIECKUX
QITOPUTMOB. DTU TEXHOIIOTUU Oa3UPYyIOTCS HA
NoJlyueHUu HHOpMAMU O KIIOYE KPHUITO-
rpaduyueckoro anroputMa IIOCPEACTBOM
aHaJIu3a MapaMeTpoB TEXHUYECKOW peanu3aruu
HAa KOHKPETHON BBIUYMCIHUTEIBHOU IaTdopme.
B  numrepatype [1] Takue  TEXHOJOTHH
IOJIyYEHUSI HE3aKOHHOTO JOCTyNa K KIIOYy
QITOPUTMOB 3aIIUThl WH(OPMALUU TOTYYHIH
Ha3BaHUWE aTaKk N0 CTOPOHHUM KaHaiam. B
OTJINYMU OT TPAAUIMOHHBIX METOJOB, aTaKU IO
CTOPOHHHM KaHajaM YYHUTHIBAIOT OCOOCHHOCTH
KOHKPETHOM amMapaTHOW peau3aluy KPHUIITO-
CUCTEMBI, @ HE€ TOJIBKO MaTeMaTU4ecKOro
aNropuT™Ma, HMCHOJIb3yeMoro B Hel. Takoe
CY)KEHHE CIelMaln3aliy MM03BOJIsIeT TAKUM aTa-
KaM JOCTUTaTh 3HAYUTENBHO OO0Jee BBICOKOM
3QPEKTUBHOCTH TpU paboTe ¢ KOHKPETHOM
Kpunrorpadudeckoit cucremoit [1].

Haubonee pacnpocTpaHeHHON TEXHOIOTHEH
PEKOHCTPYKIIMM  KJl0Ya  aJIfOpUTMA MO
napamMeTpaM €ro TEXHUYECKOM peanu3auu
ABIISIETCSI  M3MEpPEHUE U aHalu3 JUHAMUKHU
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noTpebneHuss wmomHoctH  (AJIIIM)
JUTENBHBIM ~ YCTPONCTBOM,  Ha
BBITIOJTHSICTCS] QJITOPUTM.

Hns >dpdextuBHoro npumenenus AJIIM
BOKHBIM SIBJISIETCS TO, YTOOBI Ha YCTPOWCTBE
peaNM30BalCs TOJNBKO OAWH BBIYUCIUTEIHHBIN
mporecc. OTO YCIOBHE BBITIONHICTCS IS
MUKPOKOHTPOJUIEPOB, BCTPOSHHBIX MHKPOIPO-
IIECCOPOB U cMmapT-kapT. VIMEHHO 3T BBIYHC-
JUTENbHBIC YCTPOUCTBA SIBISIFOTCS OCHOBHBIMH
oObeKTaMU 11 TPUMEHEHHS  METOOB
PEKOHCTPYKIIUU KIFOYEeH KpUNITOrpaPuuecKux
aIropuTMoB ¢ momoniso AJIITM.

YuuTteiBas, pacupsronieecs UCIOIb30BaHIE
YKa3aHHOTO Kjacca BBIYMCIUTENBHBIX
YCTPOMCTB B COBPEMEHHBIX WMH()OPMAIMOHHBIX
TEXHOJIOTHSX, 3a7ada co3daHus d()PEKTUBHBIX

BBIYHC-
KOTOPOM

CPEACTB  INPOTHUBOJECUCTBHUS HIMPOKOE
HECAaHKI[MOHUPOBAHHOIO JIOCTyNHa K KIHYam
3amuTel  nocpeactsom  AJITIM  aBnsiercs

aKTyaJIbHON ¥ BayKHOM.

TexHONOrMn peKOHCTPYKLMK KNoven Ha
ocHoBe AAINM v aHann3 metoaos
NnpoTMBOAENCTBUSA

BnepBbie MeTON PEKOHCTPYKIMHU KITHOUYEH
KpUNTOrpaMuecKux aaropuTMOB C UCIOIB30-
Bannem AJI[IM Opi1  mpennoxen  I[lomom
Kouepom [2] m nomyumn MIMpOKOE pacmpo-
cTpaHeHue Omaromaps KOMOWHAIIMM TaKUX
¢dakTOpoB, Kak BBICOKass A(PPEKTHUBHOCTD,
HU3Kasi CTOMMOCTb M HEBO3MOXXHOCTh OOHa-
pY>KEHUS CUCTEMOM 3aIUThl HHPOPMAIIHH TOTO,
YTO OHa crajga OOBEKTOM aTaku (BBHUIY
MacCUBHOCTU UM HeWHBa3uBHOCTH). AJI[IM
OazupyeTrcss Ha pa3Iuyud B TOTpeOIsieMoit
MOIIIHOCTA YCTPOMCTBOM TMpPHU  BHIITOJTHEHUHN
OIHUX KOMaHJ Ha pa3IUYHbIX JaHHbIX. B
OCHOBE OOJBIIIMHCTBA HM3BECTHBIX TEXHOJIOTHIA
PEKOHCTPYKIIMU KJIIOUeH KpunTorpaguueckux
anropuTMoB ¢ ucnoiyibzoBanueM AJIIIM nexut
MOJEIb  yT€YKHU, Ha3blBaemasi  MOJIEIbIO
Xemmunrosoro Beca” (Hamming weight model)
[1]. CormacHo »sTOil Mopenu, moTpedssiemMas
MOIIHOCTh S (CHUTHAJl YTEYKHM) B MOMEHT
00paboTKu Koja D ompenensieTcs CAeAyIIM
obpa3zom:

S=0+p-HD)+n (1)

rae O — MOCTOSHHOE CMelleHue, [ - NeHCTBH-
TenpHOE uncio, H(X) — XeMMUHTOB Bec Koma X,
7 _ mWIyM Cc MaTeMaTHyecKuM oxuaanueM 0 u
CpGI[HeKBaI[paTI/I‘IHBIM OTKJIOHCHHUECM O.

CormacHo 3TOW MoOJenH MOTpeOIeHNEe MOIII-
HOCTH TPONOPIIMOHATIFHO YHCITy €IWHHI] B 00-
pabaThiBaeMbIX JaHHBIX (XOMMHUHTOB BEC).

[IpuBenennass Mojens - Hauboiee MpocTasl.
CYIIECTBYIOT H JpPYrde MOJIEIN OIHUCAHHS
3aBUCUMOCTHU MTHOBEHHOT'O 3HAUYEHUS
noTpeOIsIeMOit MOIITHOCTH OT 00pabaThIBAEMOTO
koja. Tak Ha MpaKTHKE YacTO MCIOJb3yeTcs
“monmens muddepenimana XeMMUHTOBa Beca’,
COTJIaCHO KOTOPOW MI'HOBEHHOE 3HAUYCHHE
MOTpeOIIEeMOl MOIHOCTH TMPOMOPIHOHATBEHO
YHCIy M3MEHSIEMBbIX NHpU 00paboTKe pa3psioB
Koda. JSIcHO, 4TO CTENEHb aJcKBAaTHOCTU TOU
WIM WHONH MOJIENH CYIIECTBEHHBIM 00pa3oM
3aBUCUT OT HCIOJB3yeMOW TPH H3TOTOBJICHUH
MHUKPOKOHTpPOJIJIEpa UHTETPAIbHOM TEXHOJIOTHH.
[TooToMy  ompaBIaHHBIM  TIPEICTABISCTCS
CO3JJaHUE MOJENH YTEUKH JJIA  KaxJoro
KOHKPETHOT'O TUITa MUKPOKOHTPOJIIEpa.

Ha ceromnsimnuii 1eHb CyIIECTBYET PSAI Me-
ToH0B Hcnoyb3oBaHusa AJIIIM s pekoHCTpyK-
[IUU K09 KPUMTOrpaPUUecKux aJIrOPUTMOB.
OTHU METOJbI pa3AeA0TCS Ha B rpynibl [3]:

- npocroii AIIIIM (SPA- Simple Power
Analysis) u ero pa3Butue - MNPOGUIBHBIN
AJIIIM (Profiling Analysis) OCHOBaHbI HE HETIO-
CPEICTBEHHOM COTIOCTABJICHUH JTUHAMUKH I10-
TpeOJIEHUSI MOIITHOCTH ¢ KOMaHAaMu 00pabaThl-
BaeMOro KpunTorpaduyeckoro ajaroputMa; B
OonpmMHCTBE ciydaeB npocroir AIIM/] mo3Bo-
JSI€T YCTAaHOBHUTH TOCJIECIOBATEILHOCTh BBITIOJ-
HEHUS KOMaHJ U €CJIM OHA 3aBUCUT OT OWTOB
KJIFOYE€BOT'O KOJ/Ia — BOCCTAHOBUTBH €r0.

- muddepennmansueii - AAIIM  wm  JI-
AJIIIM (DPA - Differential Power Analysis) u
ero passutue J[-AJI[IM BBICOKHX NOPSJIKOB
(HO-DPA - High Order Differential Power
Analysis), OCHOBaHHbIE Ha CTaTHCTHUYECKOM
aHaJIM3€ JAaHHBIX O JWHAMHKE TOTPEOJICHHs
MOIIIHOCTU JIJIsl psifia BBIYKMCIICHUM alroputrma
MIPU MEHSIIONTUXCS TAHHBIX U MOCTOSTHHOM KITIO-
ye.

s mpoTMBONEUCTBUS METOAAM PEKOHCT-
PYKIIUU KITIOYEH KpUNTOTpadUIecKUX aaroOpHT-
MoB ¢ moMouipto AJIIIM wucnosb3yroT Mpo-
rpaMMHBIE U anmnaparHbele crnocoosl. CyTh armma-
paTHBIX CIOCOOOB 3aKJIIOYACTCS B TOM, UTOOBI
cAenaTh HEOTIIMYMMOW pa3HHIy B MOTpeO-
JIIEMOYM MOITHOCTH IS Pa3IMYHBIX JaHHBIX ITY-
TEM HCIOJb30BAHUS CIELHAIBHBIX CXEMHbBIX
pelieHui, TakuxX Kak OajlaHCHBIE CXEMbl WJIU
HIYMSIIIIUE CXEMHbBIE KOMITIOHEHTHI [2].

CymiecTBylonue K HACcTOAIIEMY BpEMEHU
MporpaMMHBIE CPEICTBa MPOTUBOJCHCTBUS pe-
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KOHCTpyKIMu kiodeir A JI[IM-texHonorusamu
OCHOBaHbl Ha WCIOJb30BAaHUU CIyYaWHBIX U
MICEBAOCTYYaHBIX 3JIEMEHTOB MPHU peallu3aluu
QITOPUTMOB KpunTorpapuieckoil 3ammrel. ba-
30BBIMH KPUTEPHUAMHU d(DPEKTUBHOCTH CPENICTB
npotuBojerictBus  AJIIIM-texHonorusimMu — siB-
JSIOTCSL TOCTUTAaeMbIi UMU YPOBEHb 3allHILEH-
HOCTH U 00BEM JOMOJHHUTEIBHO 3aTpadrBac-
MBIX BBIYUCIUTENBHBIX pecypcoB. [locrmennee
0COOEHHO Ba)XHO C YYETOM TOTO, YTO BBIYHCIIC-
HUSl TPOU3BOASATCS HAa MaJlOpa3psIHBIX MHKpO-
KOHTPOJUIEpax M CMapT-KapTax, 00JaJaroiux
HU3KOW MPOU3BOJAUTEIBLHOCTBIO U OTpPaHHYECH-
HBIMHU pecypcaMu naMsaTu. J[Jis OLIeHKU JTOCTH-
raeMoro ypoBHs 3amuineHHoctTd oT AJIIIM-
TEXHOJIOTUII B OOJBIIMHCTBE CIy4aeB MCIIOJb-
3YIOT YIOMSIHYTHIE BBIIIE MOJEIN 3aBUCHMOCTH
noTpedIsIeMOi MOIITHOCTH OT 00pabaThIBAEMOTO
KoJa.

OCHOBHBIMU HaIpaBJICHUSIMU TPHU CO3/IaHUU
IPOrPaMMHBIX ~ CPEICTB  MPOTUBOACHCTBUA
AJITIM-TeXHOJIOTHUSM SIBJISIFOTCS:
® MacKMPOBAaHHE — HAJOKCHHE Ha 00padaThI-

BaeéMble JaHHbIC U KJIIOYHM CIy4allHBIX KOM-

MOHEHT Tepea oOpaboTKOW M BBINOJIHEHUE

CHEIHMAIbHBIX BBIYMUCICHUM [UIS TMOJy4EHUs

UCTUHHOIO pe3yibTaTta — ‘“‘CHATHE MAacKu’~

nocie 00paboTKu. MacKupoBaHHE TpHUMeE-

HAIOT, TPEUMYIIECTBEHHO, [UIsl  3alllUThl

KITIOYEl CHMMETPUYHBIX OJIOKOBBIX aJlTOPHUT-

MoB, Takux kak DES, Rijndael, T'OCT

28.147-89 [5], B KOTOPBIX HUCHOJIB3YIOTCS OT-

HOCHUTEIBHO TIpocThle omnepauuu. CymecT-

BEHHBIM HEJIOCTAaTKOM MAacCKHPOBAHUS SIBJIS-

€TCSl BO3MOXXHOCTb MCKIIIOUEHUSl BIIUSHUSA

CIIy4allHBIX MACOK MyTEM CHEUUATIBHOMN CcTa-

TUCTUYECKON 00paboTKH;
® ciydaiiHOE U3MEHEHUE MOPSAKa BBIOTHEHUS

HE3aBUCHUMBIX IO JIaHHBIM KOMaH] aJlrOpHUT-

Ma (momuMopdHas peanusanus), UYTO 3a-

TPYAHSIET COMOCTaBJICHHE YYacTKOB IpO-

rpaMMBbl JUarpaMMe mnorpedssieMoil MOITHO-

ctu. [lonmumopduas peanuzanus anropurma
sBisiercs 3()PEeKTUBHBIM CPEACTBOM NIPOTH-

BozeiicTBus mpoctomy AJIIIM u namGornee

4acTO MCHOJIb3YeTCd JI 3allUThl KIOYeH

QITOPUTMOB Ha OCHOBE MYJIbTUILNTUKATUBHBIX

orepauuii MoaysipHOil apudmeTrku — RSA,

DSA, El-Gamal. Hegoctatkom mnomumopd-

HOHM peanu3aluyd alrOpUTMOB SBIISIETCS HE-

00XOIMMOCTb 3HAYUTEIBHBIX BBIYMCINUTEb-

HBIX pecypcax, TpeOYIOUIUXCs UIs aHaIu3a

3aBHCHUMOCTH IO JaHHBIM KOMaHJ U peaju-

3allMM  CIy4yallHOTO MX BBINOJHEHUA. ITO

CYIIIECTBEHHO 3aMEJIICT pean3aluio aJiro-
PUTMOB KpuUNTOrpaduuecKoil 3amuThl JaH-
HBIX Ha MUKPOKOHTPOJIIEPAX;

® pazjieNieHUe KITF0YeH, UCTIONB3YEMBIX B aJlr0O-
pUTMax Ha HECKOJIBKO YacTedl CIIy4aliHbIM
0o0pa3oM C TOCIenyromend pa3aelbHOW HX
00pabOTKON M KOMIIOHOBKOH pe3ysbTara.

[Tonxon sddexTuBeH TONMBKO IJIsi AJTOPUT-

MoB tuna DES, IDEA, B KOTOpBIX HCIOJb-

3YIOTCSI TOJIBKO JIorH4eckue omeparuu. He-

JIOCTaTKOM SIBJISIETCS TaK)Ke€ HEOOXOIMMOCTh

HE MCEHee, YeM JIBYKPAaTHOM YBEIMYCHUU

BPEMEHH pEeAIM3AINH KPUMITOTPaPUIeCcKOro

anropuTMa.
® CiydJaifHOE TIEpEeMENIMBAHUE BBIMOJTHECHUS

omepanuii HaJl pealbHBIMH U (PUKTUBHBIMU

JAaHHBIMU; JTCHCTBEHHOCTh IMOJX0Ja 3aBUCHUT

oT 3¢ (HEKTUBHOCTH CPEICTB reHepanuu Qpuk-

TUBHBIX KOMaHJ] ¥ JaHHBIX MU 00padaThI-

BacMBbIX;
® WCIIOBb30BaHUE cOATaHCUPOBAHHBIX KOJIOB C

MTOCTOSTHHBIM YHCJIOM €JIMHHII.

Yka3zaHHbBIE MTOXObI MOTYT UCIOJIB30BATHCS
KaK OTAENbHO, TaK 1 KOMOMHHPOBAHHO.

D¢ hEeKTUBHOCTh ATUX CHOCOOOB B 3HAUYHU-
TEIbHOM CcTereHu 3aBucuT oT Buma AJ[IIM B
HCITOJIb3YEMOM METO/IE PEKOHCTPYKIIUU KITFO-
yeil. Tak, HampuMep, MackupoBaHue Hedpdek-
TuBHO NpoTuB JI-AJIIIM BBICOKHX MOPSIAKOB,
€CJIM TOPSIIOK aHATM3a BBIIIE YKrcia Macok. Jls
00xoma TepeMeNIuBaHus HUCIOIB3YIOTCS HHTE-
rpajgbHble MOMUGUKAIUK PA3TUYHBIX BUJOB
AJIIIM. OOumM HeIOCTaTKOM paccMaTpHBae-
MBIX MPOTPAMMHBIX CIIOCOOOB TIPOTHUBOJICUCT-
Busi A/[[IM-meTonam sIBISIETCA CHUKEHUE MPO-
U3BOJUTEILHOCTH KPUIITOTPAPUIECKOTO aro-
pUTMa TPOMOPIUOHATBHO YHCITY MAaCOK IMpH
MacCKHUpPOBaHHH, JINOO (PUKTHBHBIX MEPEMEHHBIX
MIPH MTePEMEIIINBAHUU.

[IpoBeneHHBINM aHANW3 MOKa3aj, 4TO HamOo-
Jee JCWCTBEHHBIM, C TOYKH 3PCHHS JTOCTHUTae-
MOro ypoBHs 3amuineHHocTd ot AJIIIM, saBns-
eTCsl TMHAMUYHAsT MOAU(PUKALIUS TPOrPaMMHOMA
peanu3anuy KpUnTorpaduyecKkoro ajaropurMa
BO BpEeMs BBIMOJTHEHHS (MOTUMOP(U3M KOJA).
[Ipu STOM mMOCIEAOBATENILHOCTh KOMAHJ st
peaM3any  KpUNTOrpapuueckoro ajiropurMa
KaKJIbIN pa3 OyJeT pa3InyHOM, KaKk U JUHAMUKA
noTpeOIeHUsT MOIIHOCTH. DTO TO3BOJISIET TPO-
THUBOJIEHCTBOBAaTh Kak mpoduinsHomMy AJIIIM,
Tak u paznuydbiM J[-AJI[IM (B TOM uucne BbI-
cokux mopsakoB). Ilpu stom, 3pdekTHBHOCTD
MPUMEHEHUS TaKOr0 MEXaHHW3Ma OIpeIeseTCs
0OIIIMM YUCJIOM BO3MOJKHBIX MOIU(DUKAIIUN KO-
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Jla ¥ BEJIMYMHON pa3HULIbI BPEMEHHOW JIOKaJHU-
3aldU ATarnoB 00pabOTKU NAHHBIX JUIS pasiIvy-
HBIX MOJU(UKAITUH.

D¢ dexTrBHOCTH MONMUMOPGHON peann3anuu
CYILIECTBEHHO OTrPAaHUYMBAETCA 3aBUCHUMOCTHIO
KOMAaH/I TI0 JAHHBIX B OOJBIIIMHCTBE KPUIITOTPa-
(GuYecKuX alropuTMOB, a TaKXKE OT CTEIEeHU
BeTBJICHUS anroputMma. O4eBUAHO, 4TO HambO-
nee 3¢(HEKTUBHO HCIONB30BAHUE MOTUMOPPH3-
Ma 7Sl peaan3alii MaOBETBSIINXCS alrOpUT-
MOB, K YHCIIy KOTOPBIX OTHOCSATCSI OJIOKOBBIE
anroput™el mu@posanus, Takue kak ['OCT
28.147-89, DES, IDEA, Rijndael.

Llenbro nuccienoBaHui SABISETCSA MOBBILIEHNE
3 exTuBHOCTH 3aIIUTHI oT AIIM-
TEXHOJIOTUI B paMKax HoauMopdHOil peanuu-
3y KpUNTorpadhuuecKux ajropuTMOB O1104Y-
HOTO THUIA 32 CYET YBEJIMYEHUS] BPEMEHHOIO
Jarna3oHa BBIIIOJHEHUS €ro ONepalui.

Cnoco6 opraHusauum
nceBaonapannesnbHom o6paboTkn 6nokoB
B KpunTorpadmyeckux anropurmax

B kauectBe cmoco0a opraHu3anuu MOJH-
MOpP(HHOTO UCTOTHEHHS ISl OJOYHBIX KPHIITO-
rpaduyeckux ajaropuTMOB IMpenjaraercss uc-
MOJIb30BaTh  OJTHOBPEMEHHYIO  IICEeBIIOMapal-
JIeNbHYIO, B peXHUME pa3fiefieHus BpeMeHH, 00-
paboOTKy HECKOIBKHUX OJIOKOB JIAHHBIX.

biouHble anropuUTMBI COCTOAT U3 k LUKIIOB
o0paboTku nanuweix Ri(D,K;), i=1..k, B Kaxxa0M
U3 KOTOPBIX MPOU3BOJIUTCS HEKOTOpPOE Mpeod-
paszoBanue 0yioka D JaHHBIX C y4acTHEM KIFo4a
K;. B 3aBucuMocTH oT Tuma 0jo4yHOTO Iudpa
UK 00pabOTKH MOXXET paccMaTpHBaThCs Kak
HEKOTOpasi Makpoonepanus s cetu dercrens
1100 MOCIEA0BATETHPHOCTh MAKPOOIIEPAIIMIA JIJIs
SP-cetu. B mo6oMm ciydae it mpeoOdpa3zoBaHus
0JIOKa JaHHBIX BBITIONHSACTCS KOHEYHAs TOCe-
JOBATEIbHOCTh P TaKUX MaKpooIleparuii, aiu-
Ha K Kxotopoil paBHa (cethb Deiictens) aubO
kpatHa (SP-ceTh) umciy k IUKIOB 00pabOTKH
JTAaHHBIX.

Jns mpotuBoaeiictBus AJIIIM Heobxoaumo
pean30BaTh MOTMMOP(PHOE HCHOTHEHUE allro-
puUTMa, TpU KOTOPOM YyKa3aHHas IOCJeI0Ba-
TETHHOCTh MAaKpOOMepanud OyIeT MEHSThCS
IIpU KaKIOM BbINOJIHEHUU anroputMma. [Ipenma-
raercs HCIONb30BaTh NOMHUPHU3M HA JIBYX
YPOBHSIX: Ha YpOBHE Makpoolepaluii u Ha
YpOBHE IMKJIAa 00pabOTKM NaHHBIX (TICEBAOIA-
paienbHas o0paboTka aJrOpUTMOM HECKOJIb-
KHX OJI0KOB JAHHBIX).

[Tomumopdu3m makpoorneparuii  0JJ0KOBBIX
QITOPUTMOB IIM(PPOBAHUS OCHOBAH HA TOM, YTO
JUTMHA OJIOKa CYIIECTBEHHO MPEBBILIACT Pa3psl-
HOCTh oOpabateiBaemoro ¢parmenrta. [lpu
9TOM, KaXIbIi u3 (parMeHTOB MOXKET 0Opalda-
THIBAaThCSI HE3aBUCHUMO. Tak, B OOJBIIMHCTBE
OJIOYHBIX AJITOPUTMOB HEJIIMHEHHOE Tpeoldpa3o-
BaHUE BBIMIOJIHACTCS C WCIOJIB30BAaHUEM psiaa
TaOMMYHBIX MpeoOpaszoBarenerd (S-670KOB), Ka-
XKJIbI M3 KOTOPBINA Mpeodpa3yeT OTHOCUTENIBHO
HeOOJIbIIIOE Yncio paspsaaoB koxa. Tak B DES
ucnonb3yercst 16 S-0610K0B, KaXIblii U3 KOTO-
pBIX HE3aBUCHUMO 00OpabaThiBaeT 4 paspsna. B
CUWIy HAJIW4YUS HE3aBHUCUMO OOpabaThIBAEMBIX
(GbparMeHTOB CyIIECTBYET BO3MOXKHOCTh MEHATH
OUYEepPeHOCTh UX 00pabOTKH, TO €CTh OPraHU30-
BaTh NMOJUMOPGHYIO 00paboTKy (GparMeHTOB.
Brei6op ouepemHoctu 00paboTKu (parMeHTOB
MOJKET BBITIOJHATHCS CTaTUYECKH WM JTMHAMU-
4yeckd. B TmepBoM ciydae TpeaBapUTEIbHO
GOopMUPYIOTCS U COXPAHSIOTCS B MAMSTH DS
BapHAHTOB TMPOTPAMMHON peanu3aluy K1
npeoOpa3oBaHus, OTIMYAIOIIUXCS IOCIeI0Ba-
TEJIBHOCTBIO 00paboTKu (parMeHToB. BwiOOp
BapHaHTa BBIMOJIHIETCS CIy4yailHO B Haydaje Ka-
JKJIOTO BBITMIOJTHEHUS ITUKJIa KPUMITOTrpauiecKo-
ro npeoOpa3oBanus. Ilpu nuHaMUYecKoM TMo-
auMopduzme nporpaMMHbIe  (pparMeHTHI-
3aroTOBKH MMEIOT MEHBIIYIO JJIUHY (BIUIOTH J10
KOMaH/Ibl) U MX BBIOOpP OCYIIECTBISETCS HEMO-
CPEICTBEHHO BO BpEeMs BBIIIOJIHEHUS IHKJIa
npeoOpazoBaHus

[TomumopdHas, Ha ypoBHE MaKpOOIIEepaIni,
peanmzanys KPUNTOrpaUuEcKOro airopurMa
NOTEHLUUAIbHO YSA3BUMA JJII HMHTETPaJIbHOU
pazHoBuaHoctu AJIIIM B KOTOpOil MHTEpBa
MHTETPUPOBAHUS PaBEH JUIMHE MaKpOOIEepaIiu.
CrnenoBarenbHO [UIsI HEUTpaIM3alMy  TaKOTO
BHJIa aHAJM3a HEOOXOIUMO O0OECIeunuTh pas-
JUYHYI0 BPEMEHHYIO JIOKAIH3AIUI0 MaKpooIe-
panuii u3 P Ha pa3HbIX NUKIax 00paboTKu 6110-
KOB JIaHHBIX — MOJUMOP(HU3M YpOBHS IIHKIA
00pabotkn maHHbIX. [[1s1 3TOrO mMpemaraercs
MCIIOJIb30BaTh TICEBAONAPAIIICILHYI0 OpraHH3a-
U0 00pabOTKH HECKOJIBKUX OJIOKOB JTAHHBIX B
KPUNTOTpaguuecKoOM aJIrOPUTME.

B03MOXHOCTh TakoOW OpraHU3alUM BBIMOJI-
HEHUs OJOKOBBIX QJITOPUTMOB OCHOBaHa Ha
TOM, 4TO 00paboTka 0J0KOB mHQpyeMoro (me-
mudpyemMoro) cooOUIeHNs BBITIOIHIETCS He3a-
BUcUMO. COOTBETCTBEHHO, CYIIHOCTb IIOJH-
Mopdu3Ma Ha YpoBHE OJIOKOB COOOILIEHHS CO-
CTOUT B TOM, YTO OPTaHU3YETCs] OJJHOBPEMEHHO-
noodepeaHas oOpaboTKa HECKOJNBKUX OJOKOB
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COOOIIEHUS, TTPUYEM BBIOOD JIMHA TPOTPAMM-
HOro (hparMeHnTa o0paboTKku OJ0Ka BEIOUpAETCs
ciaydaiiHbIM  oOpazom. [lceBmomapamnenbHas
OpraHM3anys NoJpa3yMeBacT OJAHOBPEMEHHYIO
00paboTKy m OJIOKOB JaHHBIX Ha MEHBIIEM
YHUCJIE BBIYUCIUTEIBHBIX YCTPOUCTB (BY) - va-
11 BCEro Ha OJHOM B PEXXHUME pa3/iejeHHs Bpe-
Menu. IIpu ycinoBuu, uro BY Tonpko onHO, Ta-
Kas OpraHu3alusl BBIUMCICHUN HE MPUBOAUT K
MOBBIIICHUIO TPOU3BOJAUTENBLHOCTH (TpagUIH-
OHHAsl 1eJIb paclapajuleIuBaHus), OJHAKO IO-
3BOJIUT CMEIIMBATh BHIMIOJIHEHHE 7 TOCIIEI0BA-
TenbHOCTEN P, j=1..m 00pabOTKH pa3TUIHBIX
0JIOKOB TaHHBIX Dj, j=1..m.

o [ P11 | pPrz [pL3| pPlLa |

BERE g g
....... G B S =33 -
[P3.1] P32 [ P33 | pP3a |

S T s T

[Tpu nceBnonapaiiebHOM, B peKUME pas3ze-
JICHUS] BPEMEHHU, UCTIOJHEHHWH IOCIIe0BATEIh-
HOoCcTed Pj, j=I1..m TPOUCXOOUT WX pa3lelICHHE
Ha g noanocnenosarensHocredt Py, [=1..q pas-
JUYHON NJIUHBI, KOTOPbIE MOTYT YEepeaoBaThCs
Pa3TUYHBIMH CIIOCOOAMHU C COXPAaHEHHEM II0-
psanka pacnonoxenus B P;. Ilpumep Takoro
TMICEBONAPAIIICIIEHOTO BBITIOJIIHEHUST OJIOKOB P,
P> n P; rpaduyecku mokazaH Ha pUCYHKe 1.
[Tpu monmumop¢hHOM BBITOJIHEHUH KPHUITOTpa-
dbuyeckoro anroputMa pazOMeHHE Ha IOIOC-
JIE0OBATEIbHOCTA M UX YEPEIOBAHHE OCYIIECT-
BJISIETCSI CTOXaCTUYECKH.

MocnenoeaTeneHOCTE P1

MocneoeaTeNeHOCTE P2

MocneoBaTeNeHOCTE P3

{pr1,3 | P28 PL4  [BNBEa

Puc.1. Ilpumep uepedosanusn npu 6blNOJIHEHUU MPeX NOCAE08amelbHOCmell

[Momumopdu3sm nceBaonapaieIbHON peanu-
3aruu 00pabOTKH m OJIOKOB JaHHBIX OOECIeYu-
BAeTCs Ha dTamax:
® Ciy4ailHOTO BBIOOpA AJIMH ¢ MOJIMOCIIEN0BA-

TesnbHOCTEN Pj; [=1..q - IpH 3TOM IO CIy-

YaifHOMY 3aKOHY BbIOMpatoTcs (g-1) amuH

MOJIOCIIEIOBATEIbHOCTEH, a  MOCIeIHsAs

JUIMHA SIBISIETCS JIOMOJHEHUEM CYMMBI OC-

TaJIbHBIX JUIMH 10 K;
® CTOXAaCTHYECKOTO IUTAHUPOBAHMS BBIMOTHE-

HUS MOAMNOCEA0BATEIbHOCTEN

Pj;j=1..m,l=1..q - Bo BpeMs pabOTBI airo-

putMa. I3 m TOTOBBIX K BBIMOJTHEHHIO TMOJ-

MOCJIEIOBATEILHOCTEH CITy4aliHO BBIOMpAET-

Cs OJlHA, 10 OKOHYAHUU €€ UCIIOJIHEHUS CHU-

Tyalusi TOBTOPSETCS; B KOHIE 00pabOTKH

4HCJIO TOTOBBIX P;; cOKpalaercs 3a c4eT 3a-

BepIIeHUsT 00pabOTKM Bce OOJIBIIETO YHCIIa

OJIOKOB JaHHBIX; MPU3HAKOM OKOHYAHUS 00-

paboTku Bcex m OJOKOB JAHHBIX SIBISETCS

OTCYTCTBHE TOTOBBIX K BBHITIOJHEHUIO IO-

IIOCJIENOBATEILHOCTEN.

Crnenyer OTMETHTb, YTO 00a 3Tama MOTYT
OBITh KaK CTaTMYECKUMHU (BBIMOJIHATHCS Iie-
pen 0O6paboOTKOM MaHHBIX) TaK M JUHAMHYE-
CKHMH (BO BpeMsi 00pabOTKH TaHHBIX ).

Jns peanuszanuy IceBAONApaICNbEHON 00-
paboTKu ¢ pa3ieliecHueM 10 BPEMEHU HEO00XO-

IUMO  OOECHeuuTh  MEXaHU3M  COXpaHe-
HUSI/BOCCTaHOBJIEHUS cocTosiHuA BY mpu nepe-
KII0YEeHUU Mexay P;. Peamusanus Takoro Me-
XaHu3Ma TpeOyeT OMOJHUTEIbHBIX PECypCOB,
YTO CHUXKAET MPOU3BOJUTEIBHOCTh AITOpPUTMa
Ha BEJIMYMHY MPOMOPLHUOHAIBHYIO YHCITY Iepe-
KJIFOUeHHM. 3HAUUTENIbHBIX BPEMEHHBIX 3aTpaT
TpeOyeT Takke MporpaMMHas TeHepalus MCceB-
nocimy4yaiiHoro kona. Mcxons u3 storo, obiiee
Bpemst 1", TICEBIONIApAILIETIbHON 00paboTKy m
0JIOKOB TAHHBIX OmpeenseTcs GOpMyIIon :
tho=met A (meog =1t +1,) (2

par =

e - BpeMs TTOCJIEIOBATEIBLHON 00paboTKu
OJIHOTO OJIOKA AHHBIX, fg4e — BPEMSI, 3aTpavuu-
BaéMO€ Ha COXpPaHEHUE/BOCCTAHOBJIEHHUE CO-
CTOSIHMSI TIPH IEPEKIIOYCHHUH, I, -BpPEMsS IIPO-
rPaMMHOI reHepalyy MCeBA0CTY4aiHOrO Yuca.

Taxkum 00pa3zoMm, Ui YMEHbIICHUS HEraTuB-
HOTO BIMSIHUSI TIPEAJIOKEHHOM TceBaonapal-
JICJILHOU pcam3aniui Ha IMPOU3BOAUTCIIBHOCTDH
HEO0OXOUMO HUCIOJB30BaTh Majble 3HAUCHUS ¢
U MUHUMHU3UPOBaTh 00BEM JaHHBIX IPU COXpa-
HEHUM COCTOSHUS. JTO JOCTUTAETCs 3a CUET pa-
IIMOHATILHOTO BEIOOpAa pPa3MEpOB MaKpooIliepa-
U U MX aTOMapHOTO BBINOJIHEHUS — TIiepe-
KITFOYEHUE BO3MOXKHO TOJIBKO MEXKIY MakKpo-
oTepausIMu.
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Brnoiae oueBMAHO, YTO MaKCHMAaJIbHOE 3Ha-
YCHUC Bapuanuun At,n BPCMCHU BBIIIOJIHCHUA KO-
MaH/Ibl OIpeenseTcs (OopMyIIOu:
(g=k)-1'

q-k
Cpennee 3HaueHue BpeMeHU Af, BapHalUU

MOMEHTAa BBIMIOJHEHHS] KOMAH/bl BBIYMCIISICTCSI
CIeIyIOIUM 00pa3oMm:

At, =(m—1)-10!+ 3)

1
=L (4)
k
Anamus  ¢opmynsl  (3) MOKa3bIBaeT, dYTO
CpelHee BpeMsl BapHallMd MOMEHTa BBINOJIHE-
HUS KOMaHJIbl MPU UCIIOJIb30BAaHUU TIpejsiarae-
MOTO crmoco0a BBIMOJHEHHsI KpunTorpadude-
CKHX aJITOPUTMOB YBEJIMUUBAETCS B 11 Pas.
BaxHpiM  (akTOpOM TPOU3BOIUTENHEHOCTH
nonuMOp(HON peanu3anuy aaropUTMOB KpHII-
TOrpapuuecKo 3allUThl JaHHBIX SIBISIETCS CIIO-
co0 MONTy4yeHHs CIy4ailHBIX YHCeNl. YUHUThIBas
TEXHOJOTMYECKHE CIIOKHOCTH H3MepeHus ¢u-
3UYECKH CIIyYalHBIX BEJIMYUH, JUISI OOJIBIINHCT-
Ba IPUMEHEHHMN TEPMHUHAIBHBIX MHUKPOKOH-
TPOJJIEPOB B KAaYECTBE MCTOUHUKA CIy4YalHBIX
YuCel MOYKHO HMCIOJIb30BaTh BCTPOCHHBIA Taii-
MEp BMECTO CIy4YalHBIX YUCEN MPUMEHSTDH Ipe-
BJIOCJIyYaHbIE YHCIIA.

q
At (—+1
(k )

MonumopdHan peanusauusa anroputma
FOCT 28.147-89

[IpennosxeHHbIN cr1OcOO OpraHU3alMy TCEB-
JoTIapaiyIeIbHOW 00pabOTKH KOHKPETH3UPOBAH
JUTSE MOAU(UKAIIUN peaTn3alui CepTUPHUITUPO-
BaHHOTO Ha Ykpaune anroputma ['OCT 28.147-
89. B kauectBe 0a30BOI HCIOIb30BaHA pEaH-
3amusl yKa3aHHOTO aJTOpUTMa OJIOYHOTO IH-
poBaHus s 32-X OUTHBIX MPOIECCOPOB apXH-
TekTyphl Intel x86, pa3paborannas Bunokypo-
BeIM A FO.[4].

OO0bexkToM MOAM(UKAIIUN SBISETCS MaKpO-
orepauuss — MHUKJI 00pabOTKM JAHHBIX alro-
putma TI'OCT 28.147-89, peann3oBaHHBII B
npouenype _gost32. B srToil mpoueaype aie-
MEHTaMH HauOoJjee YSI3BUMBIMH Ui aHalln3a
TUHAMHUKY TOTPEOJICHUST MOLITHOCTH SIBIISIIOTCS 4
omepanuu TabiuyHOTO TpeobpazoBanus (xlat)
moclie HAJIOXKEHHs KIF04Ya Ha JaHHble. B 3Tux
orepanusax IaHHbIE, COAEp)KalllMe YacTh KIIO-
4yeBoil MH(OpPMAIMK BBICTABISIOTCS HA MIMHY,
uist obparienust k nmamatu. OcTaibHble onepa-
U (KpoMe HaJIOKEHUS KII0Ya) PETUCTPOBBIC U
noTpedieHue MOIHOCTH MPU HUX BBHINOJIHEHUU
CYIIIECTBEHHO MEHbIIIE, YeM TIpH padoTe C ma-
MsAThI0. Cie10BaTeNbHO, OCHOBHBIM 3JIEMEHTOM

OpU TOJYYEHUU MHOXKECTBA SKBHUBAJCHTHBIX
peanuzanuii mpoueaypsl _gost32 MTOIKHBI OBITh
UMEHHO 3TH omepanuu. [lockonpky omnepaunuu
TaOJIMYHOTO TNPEeoOpa3OBaHUs HE3aBUCHUMBI 10
JTAHHBIM, MOPAJIOK X BBIMOJIHEHUS MOXKET ObITh
MPOU3BOJIBHBIM, YTO MO3BOJWIO MOTYy4YUTh 24
BapHaHTa peaiu3alMu MNpouenypsl _gost32 Ha
KaXJIOM U3 32-X IIUKJIOB.

Jnst mceBaomapasuienbHOH 00pabOTKH B pe-
KUME pa3lieJICHus BPEMEHU HCIOJIb30BaJNCh
cienyromue napamerpel m=2, g=4-32=128. IIpu
9TOM BMECTO CIIYYalHOTO IJIAHUPOBAHUS BBI-
MOJIHEHUS TIOAMOCIEeI0BAaTEIbHOCTEN peanu3o-
BaHO LUKJIMYECKOE MEPEKII0YEHUE CO Cllydaii-
HBIM BBIOOpOM CTapTOBOM MOJIIO-
ciefoBaTeNbHOCTH. B mpouenype _gost32
€IMHCTBEHHBINH cBOOOMHBIN peructp EDI wmc-
MOJIb30BaH ISl XPAHEHUS JUTHH TOATOCIEI0BA-
tenpHocTe  Pj;l=1..g=4,j=1..2. Ilockonbky
o0Iiee 4uClIo MOAMNOCIEI0BATEIBHOCTEH PaBHO
8, TO Ha XpaHEHHWE UIMHBI OTBOAMUTCS 4 OwuTa,
YTO IO3BOJIAET XPaHUTh 3HaueHue 10 15 (u3 32
BO3MOXHBIX). O0OBEM JaHHBIX KOTOpBIE HEOO-
XOJIUMO COXPAHUTh MPHU TEPEKIIOUYECHUHN TI0-
CJIEIOBATENILHOCTEH JTOCTATOYHO Majl — TEKY-
it 610k naHHbBIX (EDX:EAX) u ykazatens Ha
TEKyllee CMENIEHHE B pa3BEpHYTOM KIIOYe
(ESI). BBuny otcyrcTBUsi CBOOOAHBIX PETUCT-
pPOB coxpaHeHHe BefeTcs B cTek. Takum obOpa-
30M, JJI COXpaHEHUss U BOCCTAHOBJICHUS CO-
CTOSIHMSI TIPH MEPEKIIOYEHUH JOCTATOYHO 4 1 6
KOMaHJI COOTBETCTBEHHO. 3HAYEHUE Iy IS
MIPOM3BEICHHON peann3aliuy paBHo:
=3 tpys T3 tpop Hlgys Tlyoy +

txtate

+t,p T =102,

&)

TA€ fpusH » tpop > IsuB, tMoV » TAND > LjmP - BPE-
Mg BemmosHenust xomann PUSH, POP, SUB,
MOV, AND u JMP coorBeTCTBEHHO, a fC -
BpeMsi BBINOJHEHUS IMKIa mpoueccopa Intel
Pentium.

s peanu3anuy 1CeBIOCIIy4aiiHOTO reHepa-
TOpa CIy4alHBIX YHUCEN, HCIOJB3YeMOIro JUIs
BbIOOpa 00pabaThIBAEMOr0 IMKIA U TOATOCIE-
JIOBATEILHOCTH B HEM, HamboJjee 1enecooopas-
HbIM C TOYKH 3pPEHHS BPEMEHHM peaau3aiuu
MPEJICTABIISIETCS. MCIOJb30BAHUE CABUTOBOTO
perucTpa ¢ TuHeHou (yHKIme oOpaTHOi CBS-
3u (LFSR-Linear Feedback Shift Register), BbI-
OupaeMoil cilyyailHO W3 HEKOTOPOIrO Hamepen
3ajaHHOrO Habopa. [y reHepanuu 1MceBIOCIy-
YaifHOro Yncia TpeOyeTcs: BBIYMCIUTH 3Haue-
HUE JUHEHHOW (yHKIMU OOpaTHOW CBs3U (KO-
maHaa AND-uisi Hanmo>keHusT MacKu OOpaTHOM
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cBs3u, 3 xomagnsl MOV u KoMaHaa caBura
JUI KOTMpOBaHMs (hara 4eTHOCTU B (hiar re-
peHOCca) M CIABUHYTH PErucTp (OgHAa KOMaHIa
ROL) — Bcero 6 xomaH.

[Ipu 5TOM TONHBIA UK 00pabOTKM OJI0Ka
JAHHBIX B pealiu3alluu Mporueaypsl _gost32 pa-
BeH: 1 = 1408t¢. UnciieHHOE 3HaYCHNE BpEMEHU
tparz BBHITIOJTHEHHSI 2-X OJIOKOB, BBIUYMCIICHHOE T10
bopmyie (2) COCTaBJISICT:
tpar =2-14081c+127-(1046)-1c = =4848-1c.

Takum 00pa3om, Mpu TICEBAOMApATIICIbHON
o0pabotke 610k0B B anroputme ['OCT 28.147-
89 COOTHOIIIEHNE BpPEMEHU BBINOJIHEHUS Maphl
OJIOKOB - tparz K BPEMEHH 2-¢ ux mocnemosa-
TEJILHOTO  BBINOJIHEHUS  PABHO: tparz/(Z-tl)
=4848/2816=1.721.

[TonydeHHOe 3HAUEHUE MOATBEPIKIACTCS pe-
3yJlIbTaTaMu 3KCHEPUMEHTAIbHBIX HCCIIEI0Ba-
HUl jansa m=2, g=128. Ilpu 3TOM, omnpexaensio-
M (aKTOpOM YMEHBIIECHUS MPOU3BOAUTEIb-
HOCTH pean3alil KPpUNTorpauueckoro airo-
pUTMa SBISETCS BEIMYUHA ¢.

BbiBOoAbI

Mertoapl pEKOHCTPYKLUU CEKPETHBIX KIIIO-
yeil KpuntorpaduyecKkux aJropuTMOB MOCPEN-
CTBOM aHAJIM3a JUHAMUKHU MOTPEOIsIeMON MOIII-
Hoctu (AJIIIM) mpencraBisiOT Ha CEroAHSII-
HUHN JIeHb OJHY W3 HambOoJee Cepbe3HBIX yrpo3
JUISL CPENICTB 3aIlMTHl MHQOpPMAIMK C OJHUM
UCTIOJTHSIONUM OJIOKOM (CMapT-KapThl, BCTpau-
BaeMbI€ CHCTEMBI U JIp.). ATIapaTHbIE CIIOCOOBI
npotuBojerictBus  AJI[IM-TtexHonorusim Tpe-
Oyl0T Joporocrosimeld CrenuaaTu3upoBaHHBIX
cpenct. VMcnosnb-30BaHue TpaJAULIMOHHBIX MPO-
TPAMMHBIX CPEACTB NPOTUBOACHCTBUS HMMEET
CJIEICTBUEM JIETPAJIALINIO MPOU3BOIUTEILHOCTH
AITOPUTMOB U MaIOd(h(PEKTUBHO MPOTUB HEKO-
TOpbIX BUIOB arak (Hanpumep [1-AJIIIM Beico-
KUX TOPSIIKOB).

B kauectBe 3(d(deKkTHBHOI  KOHTpPMEpPHI
AJITIM-TexXHOJIOTHUSM HECAaHKIIMOHUPOBAHHOTO

JoCTyna K KJo4aM KpUOTorpaduueckux anro-
PUTMOB TPEUIOKEH CHOCO0 MX MOJIUMOPGHHON
peamuzanuu. OcHOBHOM 3(deKkT mpoTuBOIEH-
CTBUS JIOCTUTAETCS 3a CUET TOTO, YTO KaXKIIbIi
pa3 kpunrorpaduyueckoe mpeoOpa3oBaHHUE TTPO-
W3BOJUTCS C TIOMOIIBIO PA3IMYHON MOCIIeI0Ba-
TEIbHOCTU KOMaHJA. DTO NPEnATCTBYeT cOopy
KOPPEKTHBIX 00pa3noB-npoduiaeii st  mpo-
¢unpHoro AJIIIM u  uUCMONB30BAaHUIO CTATH-
CTHYECKHX METOJIOB YCPETHEHUS B Pa3IUYHBIX
J-AAIIM.  OTInYuTenbHOM  OCOOCHHOCTHIO
MPEJIOKEHHOTO CHoco0a SBISIETCS OpraHM3a-
WS TICeoTapalyIeIbHON KpUNITOTpadruaecKoi
0o0paboTku m OJOKOB NaHHBIX, 4TO obecrie-
YUBAET B 71 pa3 yYBEIMUEHUE CPETHETO 3HAYCHUS
BapHalliii MOMEHTAa BPEMCHH BBIIIOJIHCHUS Ka-
JKJIOM KOMaHZbl aJIrOpUTMa. DTO 3HAYUTEIBHO
CHIDKAET 3(PPEKTUBHOCTh CYIIECTBYIOIIUX TeX-
HOJIOTUH PEKOHCTPYKIUHU KII0Ya C IOMOILBIO
aHaJIM3a TUHAMUKA TOTPEOIIEeMO MOIITHOCTH.

Cnoco6 MoxeT ObITh d()PEKTUBHO HCIOJIb-
30BaH JJsl 3aIUTHI KIIOYEH alIroOpuTMOB Kak
cummerpuuHoro mudposanus: DES, Rijndael,
I'OCT 28.147-89, Tak 1 HECUMMETPUYHOI'O TH-
na RSA.

[IpennoxeHHbIN CIOCO0 KOHKPETU3UPOBAH B
BUJIE IIPOrpaMMHOM peajn3aluu CTaHAapTH3U-
POBaHHOTO B YKpamHe airopuTMa I poBaHus
I'OCT 28.147-89. DkcnepuMEHTAIBHO JOKa3a-
HO YBEIMYEHHE POCTa BapUAIlMd MOMEHTa Bpe-
MEHHU BBITIOJIHEHUS KOMAaHJl alropuT™Ma Mpu
CHW)KCHHMHU TIPOU3BOJUTENBHOCTH B 1.7 pa3, 4ro
MEHBIIIE Jerpajalliid IPOU3BOAUTENLHOCTH MPU
UCIIOJIb30BaHUU TaKUX aJbTEPHATUBHBIX CIIOCO-
6o mpotuBonericTBus AJIIIM-TexHOMOTHSM,
KaK MacCKMpOBaHME U uepenoBanue [6].

[IpenyioxKeHHBIM CIIOCO0 M €ro peanu3arus
i anroputMa ['OCT 21147-89 moryt ObITH
WCITOJTB30BaHbI JIJIs1 TOBBIIIEHUST (P (HEKTUBHOC-
T 3allUThl MHQOpPMAMM HA CMapT-KapTax u
BCTPOEHHBIX TEPMHUHAJIBHBIX YCTPOHUCTBAX KOM-
NBIOTEPHBIX CETEH.
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