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CIIOCIB CTETAHOTPA®IYHOI'O 3AXUCTY JJAHUX B AVJIIO-®AMIAX
HA OCHOBI KOMIIVIEMEHTAPHOT' O OBPA3Y

XMapHi CXOBHIIA € 3pyYHHM 3ac000M Il 30epekeHHs] HM(PPOBUX MYJIbTUMEIIMHUX JaHUX KOPUCTyBada
(300paxkeHHs, aymio- Ta Bifeo/1aHi), i BOHH Bce OUTbIIe HAOYBAIOTh MOMYJISIPHOCTI CEPEI IMUPOKOTO KOJIAa KOPUCTY-
BaviB. AJie TP BHKOPHCTaHHI XMapHHUX CXOBHII, 1[0 HE HAJAIOTh TAPAHTIl 3aXHCTy JIAHWX, BUHUKa€e HeOe3neka
JOCTYIY A0 0COOMCTHUX MYJIbTUMEIIMHUX JaHUX KOPHUCTYBada CTOPOHHIX 0ci0. BUKOpHCTaHHS iCHYIOUHX CIIOCO0iB
3axucTy iH(OpMAITil IS 3aXUCTy MYJILTUMEIIHHAX JaHUX KOPHUCTyBadya y XMapHUX CXOBHINAX HE € IOMUILHUM,
OCKIITbKH, TMO-TIepIlie, BOHU HE BPaXOBYIOTh OCOOJIMBOCTEH MYIbTUMENINHUX JIaHHUX, a TIO-JIpyre, He € OpieHTOBa-
HUMH Ha NOTpeOH 3BHYaiHOTO KOPHCTyBaya, 30KpeMa, Ipu po3poOsieHH] 3ac00iB 3aXUCTy 3BHYAHO HEe OepeThcs
JI0 yBaru yac oOpoOKM JaHMX MpH iX mupyBaHHI Ta IenppyBaHHi, X0ua sl KOPUCTYBaua MIBUIKOIIS € BaXIIU-
BOIO XapaKTEPHUCTHKOIO TporpaMu. ToMmy po3poOJIeHHS HOBUX CIHOCOOIB 3aXHUCTy MYJIbTUMEHIMHUX TAHUX KOPHC-
TyBaya € akTyaJbHOIO 32J1a4€lO0.

B naniii cTaTTi NponoHyeThCst creraHorpadiuHuii cnocid 3axucTy JaHuX B aynio-¢aiinax, ssKuil IpyHTy€eTh-
cs Ha 30epeXeHHI KOMIUIEMEHTApHOTO 00pa3y CTETOJAHMX 3aMiCTh CaMHX CTErOJaHWX Ta BUKOPHCTAHHI B POJIi
KJIF09a MOJIA()iKOBAHOTO JIATHHCHKOTO KBaApaty. Ilpu moOymoBi KOMITIEMEHTapHOTO 00pa3y BUKOPHUCTOBYIOTHCS
0COOJIMBOCTI MYJIBTUMEHIMHUX NaHUX, a caMe: 0araTOKaHAIBHICTh ayJio. YIaHOMY croco0i mependadacTbes BH-
KOHAHHS MapaJIeNbHUX 00YHCIICHB, IO A03BOJISIE JOCSITTH KPAIIUX YaCOBUX IMOKA3HHUKIB MPOLECAYPH KOTYBaHHS Ta
JIEKOyBaHHS CTETOMAHMX TIOPIBHIHO 3 BUKOPUCTaHHAM ayroputMy mudpyBanaas AES. Croci6, o mpormoHyeTh-
csl, MOXKe OyTH BUKOPHUCTaHUH AJIsl 3aXUCTY OCOOMCTUX JaHUX KOPHCTYBada B pealibHOMY Yaci IpH iX mepenaBaHHi
M0 MepesKi Ta 30epiraHHi B XMapHUX CXOBHUILAX.

Cloud storages give a convenient way for keeping user’s digital multimedia data (images, audio and video
data), and they are becoming more and more popular among a large number of users. However in case of using
cloud storage that doesn’t guarantee data protection a threat of unauthorized access to user’s personal multimedia
data appears. The application of existing protection methods to multimedia data in clouds isn’t appropriate, be-
cause, firstly, they don’t take into account the specific properties of multimedia data, and secondly, they aren’t
oriented to needs of a usual user. In particular, time of data processing during encryption and decryption isn’t usu-
ally considered as a characteristic of data protection software, though it’s important for a user. Therefore the devel-
opment of specific methods of multimedia data protection is a topical task.

In this paper a new steganography method of data protection in audio-files is proposed, it’s based on stor-
ing a complimentary image instead of stegodata as well as on the use of a modified Latin square as a key. Special
properties of multimedia data are used while creating a complimentary image, in particular multi-channel nature of
audio data is taken into account. Parallel computations are stipulated to be used in the proposed method. It lets to
achieve better time characteristics of stegodata encryption and decryption in comparison with the use of AES en-
cryption algorithm. The proposed method can be used for user’s personal data protection in real time while trans-
ferring through network and keeping in cloud storages.

XiBIIEM 13 3aXHCTy iHOpMaIlii, 3a1a4a po3poOIIeH-
HSI TIPOCTOTO Ta JOCTYITHOTO KOKHOMY KOPHUCTYBa-
4y Croco0y 3aXHCTy MEPCOHATBLHUX MYJIbTUMETIN-
HUX JIaHUX BiJ] HECAHKI[IOHOBAHOTO JIOCTYIy B

BcTtyn

[TommpeHHs BUKOPUCTAHHS XMapHUX CXOBHII
JAHUX TMPU3BOJUTH JI0 TOTO, IO OLIBIIICTE KOPHC-

TyBauiB [HTEpHETY MalOTh TEBHY HOJIIO BIACHUX
JMaHUX, 110 30epiraroThCs B XMApHHUX CXOBUIIAX.
30kpemMa, KOpUCTyBadi 30epiraroTh B XMapHUX
CXOBHII[AX CBOI MEPCOHAIBbHI MYIbTUMEMINHI JaH1
— (ororpadii, aymio- Ta Bimeozanucu. Jlana iHdpo-
pMallist HOCUTh XapakTep 0cOOUCTOi 1 HE Ma€ po3-
NIOBCIOJUKYBaTHCS 0e3 3roaum BiacHuKa. [Ipore,
30epirarour JaHi 1Mo3a JIOKAIbHUM KOMII I0TEpPOM,
KOPHCTYBa4 BTpaya€ KOHTPOJb 3a JOCTYIIOM IO
ux gaHux. OCKUTbKY HE KOXKEH KOPHUCTYBay € ¢a-

XMapHHUX CXOBHIIAX € aKTyaJbHOIO.

OmHuM 31 cmoco0iB 3aXUCTy aHUX € CTETaHOT-
padiuHuil 3aXUCT, SKUN MONATaE y MPHUXOBYBaHI
camMoro (akTy HasBHOCTI NIEIKHUX CEKPETHUX Ja-
HuX. [lo3uTHBHOIO sIKiCTIO creraHorpadii mms 3a-
XHCTY MYJIbTHMEIIHHNAX JaHUX € T€, IO CTETaHOT-
padiunuii croci® m03BOJIsIE MPUXOBYBATH 300pa-
KEHHS Y 300paKeHHI Ta ayJlio-JaHl y ayio-1aHuX,
10 Ha MPAKTHLI 03HAYA€E MOKIIMBICTH 30€pEKEHHS
y BIIKPUTOMY JOCTYI (HAMPUKIAA, Y XMapHOMY
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CXOBHUILII) 3aMiCTh MYJIbTHUMEIIMHUX TaHUX KOPHUC-
TyBaya, SIKi HE MiUISITal0OTh MOIIUPEHHIO (Ccmeco-
Oawnux), 1HIIOTO 300pakeHHsT abo0 aymio-3amucy,
0 HACIpaBIl € KOHMeUHepoM, SIKHH TPUXOBYE
crerofafi. TakuM YMHOM, KOPUCTYBau MOXKE BlIb-
HO KOPHCTYBAaTHCh BIJKPUTUM CXOBHILEM, MPUXO-
BYIOUHM caM (paKT HasIBHOCT1 y HBOTO JIEIKUX MYJb-
TUMEIMHUX JaHUX, K1 BIH X04€ TPUMATH Y Ta€M-
Huti. [Ipore creranorpadiss mMae cyTTeBuil Heno-
JiK: KO0 (GakT HAsIBHOCTI CTETOaHUX Y KOHTEM-
Hepl CTaHe BiJIOMUM 3J0BMHUCHHKY, HECAHKI[IOHO-
BaHMUI JOCTYN JI0 HUX Oy/ie TEXHIYHO HECKIIATHOIO
3anadero. OTke, NOLITPHUM € BKIIOYCHHS y TPO-
HEeAYpY 3aXUCTy eTary IMoIepeIHboro mudpyBaH-
H creronanux. Lle mmdpyBaHHs MOXXe BUKOHYBa-
TUCh 3a JESKUM BIJOMHUM aJITOPUTMOM KPHUIITO-
rpagiyHoro 3axucty (Hanpukian, DES, AES, RSA
TOII0) 200 3a CIeniaji30BaHUM aJITOPUTMOM MH(]-
pyBanHs [1,2]. B maHomy nocmikeHi MPOIOHY-
€ThCs crocid creranorpadii ayaio-1aHux, y sskOMy
K KOHTEWHEp BHKOPHCTOBYEThCA ayaio-daiin, a
MJBUIIEHHS CTYIEHS 3aXUCTY CTETOJaHHUX JOCsTa-
€THCA 33 PAaXyYHOK iX MONEPeIHbOro MePEeTBOPEHHS
3a JIOMIOMOTOI0 KOMNJIEMEHMAapHO20 NnepemeopeH-
Hs. OKpeMo CHif MiKPECIUTH, IO OCKUILKH s
KOpHCTYyBaua BaXJIMBUM € HE JIMIIE 3aXUCT JIaHUX,
a i yac ix mmdpyBaHHs Ta AemMPpyBaHHs, TOMY Y
JaHIA CTaTTI MUTAHHIO MIBHAKOJII aJropuTMy 00-
POOKH CTEroJJaHUX MPHUALTIETHCS 0COONINBA yBara.

MeTa pocnigXeHHA

MeTot0 OCTIKEHHS, Pe3yJIbTaTh SIKOTO HaBe-
JICHO Y JlaHi CTaTTi, € CTBOpEHHsS creraHorpadiy-
HOTO croco0y 3axHCTy JaHHX KOPHUCTyBada B ay-
nio-gaitnax npu ix 30epiraHHi y XMapHHX CXOBH-
max 31 3a0e3nedeHHAM IIABUINEHOI MIBUIKOII]
00pOoOKM JaHMX 3a PaxXyHOK BUKOHAHHS Mapaieib-
HUX OOYHNCIIECHbD.

Onuc cnocoby

Croci0, 1o MPOMOHYETHCSA, € MOAU(IKAIIE
criocoOy creranorpadii 300pakens [2]. OmHiero 13
0COOJIMBOCTEN CIOCO0Y € BUKOPUCTAHHS TPUPO/I-
HUX BJIACTUBOCTEH ayio-aHUX, a caMe — bacamo-
kananohocmi. OIHAKOBAa TPHUBAIICTh 3BYKOBHUX
KaHAIIB J1a€ MOXJIMBICTh iX KOMOIHYBaHHS ISt
3a0e3MmeueHHs 3aXUCTy JIaHUX, 10 MPUXOBYIOTHCS.
B manomy cmoco0i mpomoHyeTbess Moaudikaris
momnoamux 0itiB (LSB — Least significant Bits) [3]
3HA4YEHb PiBHS 3BYKOBOTO CUTHAITY JIMIIE B OJHOMY
3 KaHaJiB, AKUH OyIeMO Ha3UBAaTU KOHMeEUHEPHUM
KaHAJIOM.

[HImI0I0 ¥ OCHOBHOIO OCOOJMBICTIO CHOCOOY €
BUKOPUCTAHHS 3ammM(poBaHOro 00pazy cTeroja-

HUX, 110 YTBOPIOETHCS 32 JOMOMOTOI0 KOMIUIEMEH-
TapHOTO TIEPETBOPEHHS, SKE 3a7a€ BiIOOpaKeHHS
MHOKHHHU CTETOJIaHUX HAa MHOKHHY JaHUX OJTHOTO
31 3BYKOBUX KaHAJIIB KOHTEHHEPA, 1110 HE BUKOPUC-
TOBYETHCS B POJIi KOHTEHHEPHOTO KaHaly. bynemo
Ha3MBaTH LEeH KaHAl KOMIIeMEeHMAPHUM.

PesynpTaToM 11p0ro BioOpakeHHS € MHOKHMHA
3amm@pOBaHUX JaHUX, SKy OyIeMo Ha3uBaTH
komniemenmaprum oopazom (KO). KO BOynoBy-
€TbCSI B KOHTEHHEp 3aMiCTh CTErofaHuXx, MpOTe
TITBKY B OJIMH KaHAT — KOHTCHHEPHUH.

KommiemenTapHe mepeTBOpPEHHS — 3aJa€Tbes
tabnuueto (karouem), Mo 30epirae BIAMOBITHICTH
MK OaliTaMH KOMIJIEMEHTApHOTO KaHay Ta Oaii-
TaMu crerojnanux. KomrieMeHTapHe TepeTBOPEH-
HSl Ma€ 33/I0BOJIBHATH TaKi BUMOTHU:

— s OyJb-SKOI Mapyu 3HAYEHb JAHUX Y KOM-
MJIEMEHTapHOMY KaHall Ta CTeroJaHuX, 1110
3HAXOJATHCS B MIEBHOMY Jl1alla30Hi 3HAYCHb,
Ma€ ICHyBaTH OJIHE Ta JIMILIE OJHE 3HAYCHHS
KJTF04a, 110 3HAXOTUTHCS Y TOMY K JIiara3o-
Hi;

— Mae ICHyBaTH OJHO3HAa4YHE 3BOPOTHE TepeT-
BOPEHHS, 1110 TO3BOJIIE€ OTPUMATH CTETOJaH1
3 BignoBimHux gaaux KO, xommiemeHTap-
HOTO KaHaITy 1 KJIro4a.

[li BUMOrH 3aJ0BOJIbHSIE KOMILJIEMEHTApHE Tie-
pPETBOpPEHHS, IO IPYHTYEThCS Ha 3acTOCYBaHHI
JaTUHCBKOTO KBaapary [4]. CTBOpeHHs Kiro4a Ha
OCHOB1 JIAaTUHCBKOTO KBaJpaTy BiAOYBa€ThCS 3a
ITOPUTMOM, PO3POOJIEHUM Il 3aXUCTY Tpadid-
HUX naHux [2]. Januit anroput™ nepenbayae, Bij-
MOBITHO JI0 HABEJCHHUX BHILE BUMOT, (POpPMYBaHHS
TaOIMIl, KA 3aMOBHIOETHCS 3a HACTYIMHHMH TIpa-
BUJIAMH:

— KO)XKHE 3HaYeHHS MOXK€ 3yCTpl4aTHCh B pAI-

Ky JIMIIIE OJTUH pa3;

— KOXEH DPSJIOK Ma€e MICTHUTH BCl BapiaHTH
3HAuYeHb y 33JJaHOMY JIiaIta3oHi;

— TIOCHIZOBHICTh 3HAYEHb B PAKaX Mae OyTH
BUIIaTKOBOIO.

Takum yrHOM, TEHEpYBaHHS KJt0Ya B CIOCOO1,
II0 TIPOTIOHYETHCS, BiAOYBAETHCS 3a HACTYITHUM
AJIITOPUTMOM:

1. CTBOpIOETHCS JIATUHCHKUN KBagpaT po3Mi-

pom 256%256.

2. Jlms KOKHOTO psIKa TEHEPYEThCS TICEBJIO-
BHITQ/IKOBE YHUCIIO KIJTHKOCTI TIEPECTAaHOBOK Y
nmiara3oHi Bix 128 mo 255.

3. Jns KOXHOI TEpPEeCTaHOBKH TE€HEPYIOTHCS
JIBA TICEBJOBUITAKOBUX YWCIA Yy Jiama3oHi
Bix 0 mo 255.

4. EneMeHTH 3 HOMEpaMH JBOX OTPUMAaHUX
YUCEJI MIHSIOTHCS MICIISIMHU.
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Otpumanuii K04
ctBopeHHs KO.

[Tepen 3actocyBaHHSIM criocoOy HEOOXIITHO IMO-
nepeIHbO BUKOHATH aHalli3 MICTKOCTI KOHTEHHepa,
BpPaxOBYHOYH HACTYITHI MipKyBaHHSI.

Jnst 30epiraHHd JaHUX BUKOPUCTOBYETHCS JIU-
e OAWH KaHall, P YOMY 3MIHIOBaTH MOKHA JIU-
e crapmuil 0alT KOXHOTO €JIeMEHTY THUITY
double. Uepes e oOcaT naHuX, M0 BOYIOBYIOTHCS
y KOHTeHHep, 3011bIIy€eThCS B 4 pa3u, MOPiBHIHO 31
3BUYAHUM CTEraHorpagpiyHuM CIocoOOM 3aXHUCTY
Ha ocHoBi Moaupikamii LSB. Po3mip KO (ToOGTO
00’eM maHMX, MO BOYIOBYIOTHCS Yy KOHTEHHEp)
3aNIeKHUTh B KUIBKOCTI OITiB b, 1m0 MOIuQiKy-
IOThCSI: OCKUIBKH 3HAUY€HHS b MOXe 0OMpaThch y
miama3oHi Big 1 1o 8, 1me MoKe TOIMOMOITH KOMIIE-
HCcyBaTu 30ubIIeHHS po3mipy KO.

OTxe, pO3MIIIEHHS CTEr0/IaHuX B KOHTEHHEpI €
MO>KJIMBUM 32 BUKOHAHHS HACTYITHOI YMOBH:

Cbsu,
8

BUKOPUCTOBYETHCA  IJIA

10 CIIPOIIYETHCS 10 YMOBHU:

C232-I,
b

ne b — KinbKicTh 0iT, 1110 MOIU(DIKYIOThCS;

I — po3Mmip cTeromanmx;

C — po3Mip KOHTEWHEPa;

[Tponiec cTtBopernss KO monsrae y 3aMidi mapu
3Ha4YeHb < S, Cj >, ne S; — i-i OalT cTerogaHux,
Cj — j-i OailiT KoHTelHepa, 3HAYECHHAM X, AKE SB-
jse coboro i-i Oaiit KO, BinmoBinHO n0 kiroya 7.
[pu npomy S; Ta Cj BUKOPHUCTOBYIOTHCS B PO
KOOpJAMHAT KOMIpKH 31 3HaueHHsIM X; y KIIodi
(Tabmui) 7.

Otpumanuii 610k nanux (to6To KO) BOYynoBY-
€TbCS B KOHTEHHEPHUH KaHAJ HUIAXOM Moaudika-
mii LSB. 3MiHa nmaHMX y KOMIUIEMEHTapHOMY Ka-
Hasli He BinOyBaeThea. OCKUIBKU Ui 30€peKeHHS
aynio-maHux B ¢opMari wave, 10 SIKOTO B TAHOMY

croco0i  TEPEeTBOPIOIOTHCS BCl  BXIJHI  ayJio-
dopmatu, BUKOPHUCTOBYEThCS THUN JNaHUX double,
mo 3aiimMae 2 Oaiitu, To Moaudikaiis LSB BigoOy-
BA€THCS, K OyJI0 3a3HAYEHO BUINE, JIMIIE y CTap-
oMy 0aiTi KOXKHOTO €JIeMEHTY Tulty double: Gaii-
TU B double po3TamioBaHi B 3BOPOTHOMY MOPSAIKY 1
Moaudikallis cTapmoro 0aiTy MEHIIEe BIUTMBAE Ha
3HaYeHHs double. B G1bIIOCTI BUMAKIB CTAPIIUI
0aliT MICTUTH HYJIl B MOJOAMIUX OiTax, TOMY IS
Momudikamii Moxxe OyTH BHKOPHCTAHO Oijblle,
HDK 1 OiT crapmioro Gaiita. [Ipu peamnizamii maHoro
croco0y MporpaMHUM HUIIXOM Oyna 3a0e3nedeHa
MOXJIUBICTH Moau®ikartii Big 1 1o 8 OiT cTapimioro
Oaiira.

[Ticns BOymoByBaHHSI JaHUX y KOHTEWHEp, ay-
Jio-maHl YIIiIBHIOWThC Oe3 BTpar. s 30epe-
JKEHHS KOHTEWHEPY MOXYTh OyTH BHKOPHCTaHI
Oynb-siki popmaru 3 yuiiapbHeHHsIM 0e3 BTpar, Ha-
npuknan, FLAC.

Kntou mepenaerbcss oKpeMo BiJ OCHOBHHUX Jia-
HUX 3T1IHO 31 3araJIbHONPUHHATAMH TpaBUIaMHU
nepeaayi CeKpeTHOro KIrtoya.

Cxema 3axucTy AaHuX B ayaio-aiini mpeacras-
neHa Ha puc. 1.

JlexoyBaHHS CTErOJJaHUX BiIOYBAETHCS aHAIIO-
riYHO AEKOIYBaHHIO y crocobi creranorpadii 3o-
Opa’keHb Ha OCHOB1 KOMIUJIEMEHTapHOTO 00pa3y [2]
1 ckiamaeTscst 3 ABOX eramiB. CriouaTky BijgOyBa-
€ThCS 3YUTYBAaHHSI KOMIUIEMEHTAPHOTO 00pasy, 1o
st 0ity n 0ailiTy k& KOMIUIEMEHTapHOTro 00pasy
BU3HAYA€THCSI HACTYITHIUM YHHOM:

Xy = X3 |(C;&(255 > (8 — b))) < (8 —n —b),
ne X, — k-ii 6aiiT KOMITTIEMEHTapHOTO 00pa3y;

C; — i-i1 GalT KOHTEelHepa;

b — xinbKicTh cTEro0iT B 0aiiTi KOHTEHHEPA;

1 — TMIOPSAZIKOBHI HOMEp CTerodita B MOCIiJOBHOCTI
cTero0it, n < b.

KoHTeHepHuit KoHTeiHepHui
KaHarn 3anoBHeHHs | KaHan (3anoBHeHi)
Creropaani _| Komnnementaphuii | KOHTEWUHEPA | omnnemenTapHuii
KaHan KaHan
YWinbHeHHs
AaHUX
Kniou PesynbTytouni
KoHTenHep

Puc. 1. Cxema 3axucmy oanux ¢ ayoio-gaiini
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Ham 3 KO oTpumyeThcs TpuxoBaHe 300pakeH-
Hs. 3 mapu 3Hadyenb < C;, X; >, nme C; — i-it Oait
KOHTEWHEPHOTro KaHamy, X; — i-ii 6alT KoMIlIIeMeH-
TapHOIO KaHaly, 3a I0NoMororo kirova T orpumy-
€TbCS 3HAYCHHS S;, 110 SABJISIE 00010 i-i GallT mpu-
XOBaHOTO 300paKeHHS.

OCKUIbKY KaHAJIM PO3MIIIYIOTHCS B ayaio-(aiii
napanenbHo, 31 3cyBoM Ha 2 Oaiitm, aapecu KO
MOKHa BUPA3UTH 4epe3 aJpecu KOHTeHHepa, TOIl
3HaueHHs S; Oyne oTpuMyBaTuCch 3 mapu <
C;, Ciyp >, KO TIpaBUM KaHAI € KOMILJIEMEHTap-
HUM, a JIBUA — KOHTEHHEpHHM 1 3 mapu <
Ci12, C; > B IPOTWICKHOMY BUIIAJKY.

PoanapanentoBaHHA

JInisi TIOKpaleHHsl YaCOBUX XapaKTEPUCTHK all-
TOPUTMY peai3alii 3alpornOHOBAaHOTO CIOCO0Y
OyJ10 3acTOCOBaHE pO3MapajieTIOBaHHSI MK sJIpa-
MU OaratosiiepHoOro mporiecopa. YactuHa anropu-
T™MYy, III0 Ma€e OyTH po3mapaieneHa, oOpaHa aHao-
TYHUM YHHOM JI0 croco0y creraHorpadii 300pa-

NONATOK

I = getstanaddress()
i1t=i+2

For t = compchannelstart

J)KEHb Ha OCHOBI KOMIUIEMEHTapHOro o0Opasy [2].
PoznapanentoBanHs 0yi0 3aCTOCOBAHO /0 3aluCy
JAHUX B KOHTEHHEp Ta JI0 3YMTYBAaHHS iX 3 KOH-
TeHEpYy.
[IporpamHo anropuT™ 3amnucy JaHUX B KOHTEH-
Hep (puc. 2) peami3yeThesl Y BUTIIAI ABOX BKIIaJIe-
HMX LHUKIIB, € 3O0BHIIIHIA IUKJI BIAMOBIZAc 3a
no0aiiToBy 0OpOoOKYy CTeroiaHuX, a BHYTPIIIHIN —
3a BOyZOBYBaHHSI KOXHOTO okpemoro 0ity. Kimb-
KICTh iTepalliii 30BHIIIHHOTO ITUKITY 3aIEKHUTH Bij
00’eMy cTeromaHux, KUIbKICTh ITepalliii BHYTpIIII-
HBOTO — BiJl KUIBKOCT1 cTero0iT. [ oOpaHHs or1-
TUMAJTBHOTO CHOCO0Y po3MmapaienoBaHHs Oyio
PO3MIISIHYTO JEKiJIbKa BapiaHTIB MapaJielbHUX pea-
Ji3alii anropurMmy:
1. PosmapanentoBaHHS JMIIE€ BHYTPIIIHBOTO
IUKITY.

2. Po3napanentoBaHHs SIK 30BHIITHBOTO, TaK i
BHYTPIIIIHHOTO ITHKJIIB.

3. PosmapanentoBaHHS JHUIIE 30BHIITHBOTO IIH-
KITy.

to compchannelstart +
secret.Length

|

For Bitnumber = 0

10 B by bits

|

Containerfl] =
Set(Contalner{i1));
i=i+4q

|

H=1+4

OHEUbL

Puc. 2. brok-cxema anzopummy 3anucy 0aHux 6 Konmeiinep 0e3 6UKOPUCMAHHA PO3NAPAIe08aHHA

OCKUIbKM BHYTPIIIHIN UK Ma€ OOMEXeHY Ki-
JBKICTE iTepamiit (Big 1 mo 8), To y mepuiomy Ta
ApyroMy BapiaHTax po3MapalieslioBaHHs € Heedek-
TUBHUM 4Yepe3 Te, 110 HaBiTh y BUNAAKY 2 saep Ta
8 cTero0iT KOXKEH MapajebHUI MOTIK Oy/1e BUKO-
HaHui Jumie 4 pa3u. B OUIBIIOCTI BUITAIKIB BUKO-
PHUCTOBYETHCS MiHIMaJIbHA KUIBKICTH CTEroO0iT, TO-
My posmapajentoBaHHs Oyae Juile 301IbIIyBaTH
OOYHCITIOBAJIEHY CKJIQJHICTh 4Yepe3 HEOOX1IHICTh
oprasizarlii nmapajelbHHX MMOTOKIB, y SKUX (DaKTh-
4yHO OyJle BAKOHYBATUCH JinlIe | iTeparis.

HaiiGimpIn parioHaTbHUM € BapiaHT po3maparie-
JIOBaHHS JIMIIE 30BHINIHBOTO MKy, OCKIJIBKH B
TAaKOMY BUIAQJIKYy Y KO)KHOMY TOTOLI OyJie BUKOHY-
BaTHUCh JIOCTATHHO BEJIHMKA KITBKICTh iTEpaIliid.

Cxema poOOTH pO3MApaIEICHOTO AITOPUTMY
3amucy JaHUX B KOHTEHHEp 300paxkeHa Ha puc. 3.

PosmapanentoBaHHs anrOpUTMy 3YUTYBAHHS
JaHUX 3 KOHTeWHepy OyJI0 BUKOHAHE aHAJIOTIYHUM
YHHOM



Crioci6 creranorpadiyHoro 3aXuCTy HaHUX B aynio-(haiiaax Ha OCHOBI KOMIUIEMEHTApHOTO 00pasy

89

NOMaTOK

>

Forit=0

1o Secretl.Length - 1

DIFFCONST=i+R"4
2

For Bitnumber = 0
to 8 by bits

=1

DIFFCONST=i+R2"4 »
2

For Bitnumber = 0
to 8 by bits

it = Secret.Length - 1

DIFFCONST =i +i2%4 +
2

For Bitnumber = 0
to 8 by bits

ContainerDIFF) = Container{DIFF] = Container[DIFF] =
SetValue( SetValue{ SetValue(
Container{DIFFCONST), Contalner[DIFFCONST), Contalner{DIFFCONST),
Secret|i2]); Secretfi2]); Secretfi2]);

DIFF += 4 DIFF += 4 DIFF += 4

=

Puc. 3. Brok-cxema anzopummy 3anucy 0GHUX 6 KOHmeiHep 3 6UKOPUCMAHHAM PO3NAPANenI06aHHA

PesynbTaTtn
3amponoHOBaHUI CIIOCIO OIIHIOBABCS 3a JBOMA
KPUTEPISIMH: CTYIIHb 3aXHCTy CTEroJlaHux Ta
IIBUAKOTISL JITOPUTMY.

CryniHp 3axyCTy MOXe OYyTH OIlIHEHWM HACTY-
nauM yuHOM. Kimrou mae ¢ikcoBanuii posmip 64
K6, To6to 524288 6iT, OTKE CKIAIHICTH MiI00pY
xitoda 6yne 2524288 Jlng mopiBHAHHA — MakcUMa-
apHUNA po3mip kmoua AES nopiBHioe 256 Oitam,
OT)Ke CKIaJHICTh Horo mizbopy ckmamae 2256
OCKUIBKH y 3alpONOHOBAaHOMY CIOCO01 mependa-
Ya€ThCs BUKOPUCTAHHSI KITIOUA JIUIIE OJUH pa3, 1e
rapaHTye 3axucT BiJl ¢ambcudikallii Kiroya.

[Tpu omiHIi MIBUAKOMAII MPOTpaMHOI peanizaril
3ampOIOHOBAHOTO CIIOCO0Y YacOBi XapaKTEPUCTH-

KU QJITOPUTMY TIOPIBHIOBAIKUCH 3 YaCOBUMU XapaK-
TEPUCTHUKAMH TAKUX aITOPUTMIB:

— aUropuTM cTreraHorpadivyHOTO 3aXHUCTy Ha
ocHoBl Moaudikaii LSB (6a3zoBuii crociod
3axHCTY),

— ITOpPUTM CTEraHorpadiuHoro 3axucTy Ha
ocHoBi moaudikarii LSB 3 BukopuctanHsIm
mudpyBanHs AES (BHKOHYeThCs morepe-
He MUQGPYBaHHS CTETOJAHUX 3a aJITOPUT-
moMm AES mepen BukoHaHHsM Moaudikarii
LSB),

— QIUTOPUTM CTeraHorpadiqHoro 3axucTy 3
BUKOPUCTAHHSAM (parMenTarii [5],

— anroput™m Ha ocHoBi KO B nBOX BapiaHTax:
3BHYAHOMY Ta PO3MapajciicHOMY.

Bci 3amipu npoBoaunuce Ha [1K 3 nBosimepHuM

nporecopom Intel Centrino, i onepariitHor cuc-
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temoro Windows 7. B excrieppuMeHTax BUKOPUCTO-
BYBaBCs OJJHAKOBUHU Halip (aitni. B pomni xoHTeH-
Hepa BUKOPHUCTOBYBABCSI 3BYKOBUH (haityn po3mipom
16 M6, a B pouni creronanux — aiin po3mipom 350
K6.

Ha puc. 4 HaBeneHi pe3ynbTaTH 3aMipiB Hacy
3aMuCy CTEroJlaHux B KOHTEHHep. AHai3 oTpuMa-
HUX EKCIEPUMEHTAIbHUX JaHUX JI03BOJISIE 3pO0u-
TH HAaCTYITHI BUCHOBKH:

1. BxuoueHHs y mpouenypy creranorpadiu-
HOTO 3aXHCTy Oyab-SIKOTO MU(pyBaHHS YIOBLIb-
HIOE Yac poOOTH aJITOPUTMY.

2. 30UIbIIeHHS KITBKOCTI CTEro0IT MPHUCKO-
PIOE 3aMuc MpH BCiX crocodax mudpyBaHHs.

3. IIBuakomis adTOPUTMy 3aXHUCTy Ha OCHOBI
KOMILIEMEHTAPHOTO 00pa3y 3aJIeKHUTh BiJ KUIBKOC-
Ti cTeroOiT: mpu 1 Ta 2 crerobiTax BiH Ja€ Tipili
pe3yNbTaT, HiX iHII criocoOu; mpu 4 i 8 cTerobi-
Tax BiH € MIBUJIIINUM, HI)K aJITOPUTM 3 BUKOPHUCTAH-
HsM mudpyBanas AES.

4. PosnapaiietoBaHHSI aITOPUTMY 3aXHUCTy Ha
OCHOB1 KOMILJIEMEHTAPHOTO 00pa3y I03BOJISIE J10-
CATHYTH 30UTBbIICHHS mBHAKOMII. YuM MeHIa Ki-
JTBKICTH CTEro0IT, TUM OuLTbIIui edeKT Bif po3ma-
paJIeITIOBaHHS.

Takox Oyno 3aMipsSHO Yac 3UYMTYBaHHS CTEro-
naHux (puc. 5). AHai3 OTPUMAHUX JaHHUX JI03BO-
Tisi€ 3pOOUTH TaKi BUCHOBKH:

1. AJTOpPUTM 3aXHUCTYy Ha OCHOBI KOMIUIEMEH-
TapHOro 0o0pa3y MOKa3ye Kpalli 4acoBi pe3ylbTa-
TH, HDK QJITOPUTM 3 BUKOPUCTAHHSAM ITU(PyBaHHS
AES.

2. PosnapanentoBaHHS alrOPUTMY 3aXHCTy Ha
OCHOBI KOMIUIEMEHTApHOT0 00pa3y Mpu 3YUTYBaH-
HI Jla€ MpUCKOpeHHs juiie pu 1 ta 2 crerodiTax.
B iHmumx Bunaakax 3Hau€HHS MPUOIU3HO OJTHAKOBI
(4 crerob6iTn) abo mapasnenpHa peanizailis BUMarae
Oinbie gacy (8 crero0ir).

3. 30uTblIeHHSA KUIBKOCTI CTEroOIT MPUCKO-
PIOE BCi QJITOPUTMH, OCKUIBKH MOJIU(IKYETHCS Me-
HITIa KUTBKICTh OAMT KOHTEHHEpA.

Takoxx Oyno mpoaHai30BaHO 3aJEKHICTh IITBU-
JIKOJIi alropuTMy BiJl KITBKOCTI CTEroOiT. bymo
BUSIBIICHO, IO TpU 301IbIIEHH]I KITBKOCTI CTEro0iT
B KOXXHOMY OaiTi KOHTEHHEpa MIBUIKOIIS aJlrOpH-
TMY 3pOCTa€, OCKIJIBKU JUIsI BOYIOBYBaHHS Ti€l Xk
caMoi KUTBKOCTI CTETOJaHUX MOTPIOHO MOAMMIKY-
BaTH MEHINY KUIBKICTh OalWT KOHTEHHepa, OTXe
00po0OKa TaHWX BUKOHYETHCS 32 MEHIIY KIJTbKICTh
iTepaniil. 3HaueHHs B Ta0. | MOKa3yrOTh, HACKIIb-
KM IIBHJIIIEC aJrOPUTM BHKOHYETHCS Y BUTAAKY 2,
4 ta 8§ crero6ir, HiX npu 1 cTero6iTi 3a OJHAKOBUX
IHITUX YMOB.

Otpumani pe3yibTaTH JO03BOJSIOTH 3pOOUTH
BHCHOBOK, 1110 30UIbIIEHHS MIBUIKOIT MPU 3amuci
CIIOCTEPITaeThCS ISl BCIX CIOCOOIB, OCOOIMBO TSt
croco0y Ha OCHOBI KOMIUIEMEHTApHOTO o0pa3y.
[Ipu mpoMy mapanenbHa peajizallii Mae MEHII
BIJIHOCHI TIOKa3HWKH TPUPOCTY MIBHAKOMII, HIXK
nociigoBHa. [Ipu 301BIIEHH] KITBKOCTI CTEro0iT
e(DEeKTUBHICTh pO3MapaJICITIOBaHHS 3MEHIIYETHCS,
IPOTE BOHO BCE WIE € JOIIIEHUM.

100 A

91,61

1t ba3oBuii cnoci6

80 -

70 -~

cnoci6 3 ¢pparmeHTauieto

60 -

50 -+

= cnoci6 3 wudpyBaHHAM AES

40 A

M cnocib Ha ocHoBi KO

20 A

6 . .
M crocib Ha ocHoBi KO 3
po3napanentoBaHHAM

Puc. 4. Hac 3anucy cmezooanux (mc): 1 — 1 oim, 2 — 2 d6ima, 3 — 4 oima, 4 — 8 6im
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69,21

70

60

I Basoswuii cnoci6

50

cnocib 3 ¢pparmeHTauieto

40

= cnocib 3 wupyBaHHAM AES

30

20

10

M cnoci6 Ha ocHoBi KO

M cnoci6 Ha ocHoBi KO 3
po3napanenoBaHHAM

Puc. 5. Yac 3uumyeannusn cmezooanux (mc): 1 — 1 6im, 2 — 2 6ima, 3 — 4 6ima, 4 — 8 6im.

Taoa. 1. Cmynine npuckopenna npu 30inbuienti Kinbkocmi cmezooim

3anuc 3yuTyBaHHs
Aaroputm

2 oiTn 4 6iTn 8 oir 2 oiTn 4 oiTn 8 oir
BazoBwuii criocid 1,91 3,56 6,22 1,92 3,29 6,02
Crioci6 3 ¢pparmeHTariero 1,89 343 5,91 1,97 3,89 7,24
Crioci6 3 mudpysanasim AES 1,54 2,13 2,66 1,48 1,97 2,36
Croci6 Ha ocHoBi KO 1,84 3,19 5,00 1,66 2,46 3,29
Crioci6 Ha ocHoBi KO 3 po3sma- 1,61 232 2.84 131 172 1.87
paJIeIOBaHHAM

AHauni3 NpUpOCTy MIBUAKOAII NMPH 3YUTYBaHHI
JMaHUX Jae€ iHii pe3yabratd. Haibinpmmii npupict
MIBUJIKOIT criocTepiraeThest st 6a30Boro crnocoly
Ta s croco0y 3 parMeHTaiiero, HAaWMEHIITNA —
JUIsSL CTIOCO0Y Ha OCHOBI KOMITJIEMEHTApHOTO 00pa-
3y 3 posnapanentoBanasaM. [Ipu 1 Ta 2 crerob6itax
po3mapanentoBaHHs € JOLUIBHUM, a npu 4 Ta 8
edeKT BTpavaeThcsl 1 crae 3BOPOTHUM. [Ipote y
BCIX BHUIAJKaX aOCONIOTHI YacOBi MOKA3HHUKHU CIIO-
co0y Ha OCHOBI KOMILUIEMEHTApPHOTO 00pa3y €
KpalluMH, HiK IPU BUKOPHUCTaHHI CIIOCOOY 3 IIH-
dbpyBanusam AES, ocobGnuBo mpu mapanenbHild pe-
aJtizauii aropuTMy.

BucHoBKMu

[TopiBHAHHS 3aPOIIOHOBAHOTO CIIOCO0Y 31 CITO-
coboM creraHorpaiyHOro 3aXUCTy 3 BUKOPHUCTaH-
HaMm mudpyBanas AES no3Bossie 3poOUTH BHCHO-
BOK IPO Te, 10 OCKUIBKK pO3Mip KJIF0Ya Ha OCHOBI
JIATUHCBKOTO KBaapaTry € OUIbIIUM, HIXK pO3MIp
kimova npu muppyBanHi AES, To minbip kiroua

YCKJIaTHIOETHCS, M0 MiABUIIYE CTIHKICTH CIOCO0Y,
ajie BOJHOYAC BEJUKHH pO3MIp KJIrO4Ya Ha OCHOBI
JATUHCBKOTO KBAJApaTy CHPUYHHIOE 301TIbIICHHS
qacy, 10 BUTPAYAETHCS HA HOTO reHepyBaHHSI.

JIJis OKpalleHHsT YaCOBUX XapaKTEPUCTUK BU-
KOPUCTOBYETHCSI PO3MAPAICTIOBAHHS  ATOPUTMY
JUIs BUKOHAaHHS Ha OaraTosZepHUX IPOLEcopax.
AHaii3 MBUIKOIT alroOpuTMy peaiizallii 3armpo-
MIOHOBAHOTO CHOcO0y MOKa3aB HoOro mepesary mo-
PIBHSIHO 3 aJITOPUTMaMH peai3allii 1HIIUX CIOCO-
0iB, 30KpeMa 3 aIrOpUTMOM pealtizailii crnocody 3
BUKOopucTaHHsaM mmuppyBanHs AES. Yac 3amucy
CTETO/IaHUX Yy BCIX BHUIIAJKaX € MEHIIUM, HIXK MPH
mudpyBaHHi, HE3BaXAlOUW HA T, M0 YacTHHA
yacy BUTpAYa€Thcs HA TeHepyBaHHs kitoya. [Ipu
3YUTYBaHHI CTETOJIaHUX JaHWUW AJTOPHTM € TaKOX
OUTBII MIBHJIKUM, HIK IPU 3aCTOCYBaHHI ImuUQpy-
BaHHsI, NIPOTE WOT0 MapayielibHa peatizallis € JI0ITi-
apHOIO Juie npu 1 Ta 2 crero6itax. IIpu mocmi-
JDKEHHI BHKOHYBAJIOCh pO3MapaliefOBaHHI Ha 2
A1pa, OT)KE MPU BUKOPUCTAHHI JAaHOTO crioco0y Ha
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nporecopax 3 OiIBIIOI0 KUIBKICTIO sep epeKTHB-
HICTh poO3MapajeoBaHHs Oyae Oinbinor. Posma-
paJientoBaHHs OOYHMCIIEHb Ha 2 siipa HE JIAa€ JIBOK-
pPaTHOTO MPHUPOCTY MIBUAKOIII, TOMY IO YacTHHA
pEeCypCiB BUTPAYA€ThCS HA OPTaHi3allifo B3aEMOJil
po0OOTH TapalieTbHUX TOTOKIB.

Otxe, nmanuit cmoci6 3a0esnedye OCTaTHIH
CTYIIIHB 3aXHUCTY JAHUX Ta BHUCOKI YaCOBI IMOKA3HHU-

K# 00pOOKH JaHUX 1 MOKe OyTH 3aCTOCOBAHMIA IS
3aXHMCTy KOPHCTYBAIIbKHUX JaHUX B pealbHOMY 4Ya-
ci. 30Kkpema 3anmpoONMOHOBAaHUN CrociO MoXke OyTH
BUKOPHUCTAHHUU JIJISl 3aXHCTY TEPCOHAIBHUX MYJIb-
TUMENINHUX JaHUX KOPUCTYBaya MpH ix 30epiranui
B XMapHHUX CXOBHIIAX.
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